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Instead of focus on solving engineering
problems - imagine reading and analyzing
38.142 paragraphs of reqgulations

for the development of a new front bumper.

Products must comply with global regulations,
external and internal norms, standards and

specification.

Engineers spend 30-50% of

their time managing
requirements for simple
components like a front
bumper.




The real challenge:
Not just the massive amount of documents,
but the complexity within and between them.
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Integration and collaboration
on interpretations

We accelerate
product compliance
with Al in every step.
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The foundation of intelligence are digitised documents and

Agreement

Concerning the Adoption of Harmonized Technical United Nations
Regulations for Wheeled Vehicles, Equipment and Parts which can be
Fitted and/or be Used on Wheeled Vehicles and the Conditions for
Reciprocal Recognition of Approvals Granted on the Basis of these
United Nations Regulations*

(Revision 3, including the amendments which entered into force on 14 September 2017)

Addendum 154 — UN Regulation No. 155

Date of entry into force as an annex to the 1958 Agreement: 22 January 2021

Uniform provisions concerning the approval of vehicles with regards to
cyber security and cyber security management system

document is meant purely as documentation tool. The authentic and legal binding text
/TRAN V]

E 9 (as amended by EC RANS/W 020/94 and
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UN-R155 - Cybersecurity

Uniform provisions concerning the approval of
vehicles with regard to cyber security and of their
cybersecurity management systems

Version 010

State adopted

Adopted by 29.03.2022
ECE/TRANS/WP.29/1164

Proposed by 07022022
ECE/TRANS/WP.29/2022/54

Original View Unified View
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1. Scope
1.1. This Regulation applies to vehicles, with regard to cyber security, of the Categories M and N.
This Regulation also applies to vehicles of Category O if fitted with at least one electronic control unit.

1.2. This Regulation also applies to vehicles of the Categories Lg and L; if equipped with automated driving f
onwards, as defined in the reference document with definitions of Automated Driving under WP.29 and the G
developing a UN Regulation on automated vehicles (ECE/TRANS/WP.29/1140).

1.3. This Regulation is without prejudice to other UN Regulations, regional or national legislations governing t
parties to the vehicle, its data, functions and resources, and conditions of such access. It is also without prej
national and regional legislation on privacy and the protection of natural persons with regard to the processi

1.4. This Regulation is without prejudice to other UN Regulations, national or regional legislation governing th
installation/system integration of replacement parts and components, physical and digital, with regards to cy

2. Definitions

For the purpose of this Regulation the following definitions shall apply:

2.1. “Vehicle type* means vehicles which do not differ in at least the following essential respects:
(a) The manufacturer's designation of the vehicle type;
(b) Essential aspects of the electric/electronic architecture and external interfaces with respect to cyber sec

2.2. "Cyber security" means the condition in which road vehicles and their functions are protected from cybe
electronic components.

2.3. "Cyber Security Management System (CSMS)" means a systematic risk-based approach defining organi
responsibilities and governance to treat risk associated with cyber threats to vehicles and protect them from

2.4. "System" means a set of components and/or sub-systems that implements a function or functions.

2.5. "Development phase" means the period before a vehicle type is type approved.

2.6. "Production phase" refers to the duration of production of a vehicle type.

2.7. "Post-production phase" refers to the period in which a vehicle type is no longer produced until the end-
vehicle type. Vehicles incorporating a specific vehicle type will be operational during this phase but will no o
ends when there are no longer any operational vehicles of a specific vehicle type.

2.8. "Mitigation" means a measure that is reducing risk.

2.9. "Risk" means the potential that a given threat will exploit vulnerabilities of a vehicle and thereby cause h:
an individual.
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First, we generate a data fabric for document information
with our proprietary digitization tool

Any vehicle fitted with an AEBS shall meet the performance requirements of
UN Regulation No. 13-H in its 01 series of amendments for vehicles of
Category M, and N, or Regulation No. 13 in its 11 series of amendments for
vehicles of Category N; and shall be equipped with an anti-lock braking
function in accordance with the performance requirements of Annex 6 to
UN Regulation No.13-H in its 01 series of amendments or of Annex 13 to
UN Regulation No. 13 in its 11 series of amendments.

Specific Requirements

Collision warning

When a collision with a preceding vehicle of Category M, in the same lane
with a relative speed above that speed up to which the subject vehicle is able
to avoid the collision, is imminent, a collision warning shall be provided as
specified in paragraph 5.5.1., and shall be triggered at the latest 0.8 seconds
before the start of emergency braking.

However, in case the collision cannot be anticipated in time to give a collision
warning 0.8 seconds ahead of an emergency braking a collision warning shall
be provided as specified in paragraph 5.5.1. and shall be provided no later than
the start of emergency braking intervention.

The collision warning may be aborted if the conditions prevailing a collision
are no longer present.

Thic chall ha tactad accardina ta naraaranhec A4 _and £ S
Emergency braking

When the system has detected the possibility of an imminent collision, there
shall be a braking demand of at least 5.0 m/s? to the service braking system of
the vehicle.

The emergency braking may be aborted if the conditions prevailing a collision
are no longer present.

This shall be tested in accordance with paragraphs 6.4. and 6.5. of this
Regulation.

5.2.1.1. Collision warning When a collision with a preceding
vehicle of Category M1, in the same lane with a relative
speed above that speed up to which the subject vehicle is
able to avoid the collision, is imminent, a collision warning
shall be provided as specified in paragraph 5.5.1,, and shall
be triggered at the latest 0.8 seconds before the start of
emergency braking. However, in case the collision cannot

be anticipated in time to give a collision warning 0.8
seconds ahead of an emergency braking a collision warning
shall be provided as specified in paragraph 5.5.1. and shall
be provided no later than the start of emergency braking
intervention. The collision warning may be aborted if the
conditions prevailing a collision are no longer present. This
shall be tested according to paragraphs 6.4. and 6.5.
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First, we generate a data fabric for document information
with our proprietary digitization tool

ollision warning When a collision with a preceding
vehicle of Category M1, in the same lane with a relative
speed above that speed up to which the subject vehicle is
able to avoid the collision, is imminent, a collision warning
shall be provided as specified in paragrap-and shall
be triggered at the latest 0.8 seconds before the start of

emergency braking. However, in case the collision cannot
be anticipated in time to give a collision warning 0.8
seconds ahead of an emergency braking a collision warning
shall be provided as specified in paragrap-nd shall
be provided no later than the start of emergency braking
intervention. The collision warning may be aborted if the
conditions prevailing a collision are no longer present. This
shall be tested according to parag raphsﬁand .

[

|dentifier: Parent of this element:
5.21.1 5.2.1.

J

Sibling of this element:
0.212&5.21.3

Linked-Elements
551:6.4.6.5;

Document Version
Supplement 1 - Original Version

J

Requirements; Test Requirements

J

Vehicle Types

Performance, HMI ] M1 N

]

[
[
[
[
|
|

Links to external Standards/Norms ]




What if we could speed up this process

while cutting costs by 75% to focus on what we can
to best!

Engineering!



Now lets see It in action!
We get all the requlations and their
requirements for a vehicle M1
(Passenger Car) in EU






Proven Impact with Certivity

Turning Reqgulatory Complexity into Measurable Business Value

60-80% 50-75% 3-5 hrs 7,500 hrs

- - - _

Reduction in Faster Time Saved per Annual engineering hours
regulation search regulatory user per week saved - Team of 30
time analysis

High expected ROl driven by productivity gains, faster decision-

making, and reduced compliance uncertainty. '
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We want to enable engineers to focus on
what matters!
Developing innovations!

Nico Wagerle
CEO & Co-Founder

www.certivity.io




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7: The foundation of intelligence are digitised documents and the transformation into a data fabric
	Slide 8: First, we generate a data fabric for document information with our proprietary digitization tool
	Slide 9: First, we generate a data fabric for document information with our proprietary digitization tool
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: We want to enable engineers to focus on what matters!  Developing innovations! 

