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Agenda

e Kleiner Exkurs funktionale Sicherheit

« Warum ist es so schwer, die Spezifikation
konsistent zu halten

* Motivation holistisches MBSE
* Vorstellung pRTE
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Wo finden sich eingebettete Systeme die sicher
funktionieren mussen ?
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Wie entstehen Fehler welche die Sicherheit getahrden?

Systematische Fehler entstehen

Stochastische Fehler treten wahrend der . .
wahrend des Entwicklungsprozesses.

Laufzeit auf und habe nicht-

systematische Ursachen. L
¥ Hier liegt heute unser Fokus.

. ) Fehler-
Stochastisch Systematisch Klassen |
Erkennen Vermeiden Malnahmen
Architektur Prozess Kontext
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Wir mussen uns Gedanken machen was alles schief
gehen kann

Hazard and Risk Analysis

erkannte

Gefahrdungen

— =/

Anforderungen
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Wir mussen nachweisen, wie wir mit den erkannten
Gefahrdungen umgehen

Hazard and Risk Analysis Safety case argument
| f"é;,‘
e

erkannte )%‘\X"/\_ Wurden die erkannten

Gefahrdungen j\w( Risiken ausreichend
/ reduziert?
Anforderungen
®
i‘ RECO“f Systemengineering all inclusive | Thomas Barth, Prof. Dr. -Ing. Peter Fromm | Hochschule Darmstadt h_da hochschute



Safety case argument

. liefer Top-level N
Hazard and Risk lefert Requirements Traceability
Die Kette muss nachvollziehbar und
Analyse (Safety Goals) belegbar sein.

validieren ergeben V

validieren Technische

4 Tests Anforderungen

Zusatzliche Attribute
Womoglich missen Attribute wie
ein safety integrity level nicht nur

dokumentiert sondern auch entlang
der Kette weitergegeben werden.

Unterziehen sich Dienen als Grundlage fir

Implementierung
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Problem1:
Komplexitat ist die Summe von Elementen und deren
Abhangigkeiten

Medienbriiche

Verschiedene Werkzeuge und
Datenformate.

Kulturbriiche
Unterschiedliche Sichten auf das System,
technisches Verstandnis, Interessen.

Organisationsbriiche
Unterschiedliche Teams, Abteilungen
oder Organisationen.
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Problem 2:
Wir wissen erst am Ende des Projekts was wir hatten tun sollen

Understanding
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Analysis - A% = ML~ Y)Time
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Typische Konsequenz - Verlust der Konsistenz

(Safety) Anforderungen

Wurden alle Anforderungen realisiert? (Safety) Anforderungen

Wo wurden sie konkretisiert?

) Top-level
Hazard and Risk fiefert Reuni}rements
Analyse (Safety Goals)

validieren ergeben
(Safety) Architektur
. _ Wurden die Safety Funktionen auf der
Tests Anﬂ‘;‘;‘;’;‘fj:;n korrekten Hardware (CPU, Speicher)
implementiert?
Unterziehen sich Dienen als Grundlage fiir

Implementierung

(Safety) Tests k
Wurden alle Anforderungen getestet?
(Safety) Code

Wurde der Code ausreichend
qualifiziert?
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Wer weild was
MBSE ist?

Wer wendet MBSE
an’
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Unser Ansatz: SE all inklusive in einem Modell
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Unser Ansatz: SE all inklusive in einem Modell
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Welche Systemaspekte werden bendtigt?

P 73

Anforderungen Software
Hazard and Risk Analysis Architektur
Nicht-Funktional Datenmodell
Funktional -_k -_k -_k Zeitl. Verhalten
] ] ] Logik
\N '/
—t I N
L 5
Hardware Test
Ausfihrende Testfalle
Angesteuerte
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Was kann aus dem Modell abgeleitet werden?

Dokumentation Implementierung
Technisch Code-Frame
Regulatorisch N N N Linker Description
- - -_ Konfiguration (OS)
|

N
ol e
= :...: ©)

ooo

A,

Analysen Test
Konsistenz Testbenches
Regulatorisch API
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URTE Modellierung von Anforderungen

@The machine moves uncontrolled

f

L&Motor Control is incorrect

L&The machine jumps on system start |

bThe control alogrithm needs to be reliable | bJumps on system start have to be prevented |

|

~ 37 uRTE System Model
~ EZ Reguirement Model
~ ¥ package Main
& Hazardous Event Motor Control is incorrect
/\ Hazardous Event The machine jumps on system start

0% Hazard Scenario The machine moves uncontrolled

F’The control algorithm has to be supervised | F

.The pedal position has to be neutral before
the motor is activated

The controal alogrithm may only The output of the control
5 control the motor if the pedal value Eialgorithm is to be checked
is sensible and not outdated against the pedal position

(@ Safety Goal The control alogrithm needs to be reliable
(@ Safety Goal Jumps on system start have to be prevented
~ [ Safety Reguirement (SafetyRequirement_149) - The control algorithm has to be supervised

refined by The controal alogrithm may only control the motor if the pedal value is sensible and not outdated
refined by The output of the control algorithm is to be checked against the pedal position
[ Safety Reguirement (SafetyRequirement_150) - The pedal position has to be neutral before the motor is activated
[ Safety Requirement (SafetyRequirement_151) - The output of the contral algorithm is to be checked against the pedal position

[ Safety Requirement (SafetyRequirement_152) - The controal alogrithm may only control the maotor if the pedal value is sensible and not outdated

{¥ Logical Function Model

62 Software Model

B Hardware Model

Testing Model
User-ID
« ¥ package Main ReqPackage_143
% Hazard Scenario The machine moves uncontrolled HazardScenario_144
A\ Hazardous Event Motor Control is incorrect HazardousEvent_145
&Hazardmus Event The machine jumps on system start HazardousEvent_146
@Safety Goal Jumps on system start have to be prevented SafetyGoal_148
@Safety Goal The control alogrithm needs to be reliable SafetyGoal_147

Ei juirement (SafetyRequirement_149) - The control algorithm has to be : SafetyRequirement_149
[ \afetyRequirement_150) - The pedal position has to be neutral before ' SafetyRequirement_150
[ equirement_151) - The output of the control algorithm is to be checke SafetyRequirement_151
] :nt_152) - The controal alogrithm may only control the motor if the pe SafetyRequirement_152

Name Description
Main
The machine moves uncontrolled The machine accumultes enough kintic energy to endanger its envirar

Motor Control is incorrect

The machine jumps on system start The pedal is not in neutral upon system start and the machine jumps
Jumps on system start have to be prevented

The control alogrithm needs to be reliable

The control algorithm has to be supenised

The pedal position has to be neutral before the motor is a

The output of the contral algorithm is to be checked agair

The controal alagrithm may only control the motor if the p

®
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Status SIL  SlLderived SIL manual
SIL_4
SIL_3
SIL_3 derived
SiL_4 derived
implemented SiL_4 derived
implemented SIL_3 derived
implemented SiL_4 derived
implemented SIL_4 derived
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SIL effective

SIL_3
SIL_4
SIL_4
SIL_3
SIL_4
SIL_4
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URTE Dokumentation - Ubersicht Doku

RT E uRTEDemo_03_SystemStates_AURIX_AppKit_TC297_10_Model
lul Safety Goal Show most important features in an lightweight demo (SafetyGoal_93) Search..
- Eéeq.'ls'nent Maodel @ Safety GOE:]|
+ Blinking LED . . . .
B Show most important features in an lightweight demo
Unknown features
Complex An small demo mode!l with the most important features shall show the most important features of URTE.

! Potential customars don't like the tool
Show most important features in an lightweight demo .
E‘ (SafetyReguirement_53) Runnabla activation by signal events D l1a g rams
- .':Sa"et-,ﬂeq uirament_33) Global varizbles
- .':Sa"et-,ﬂeq uirament_33) Runnablz activation by cyclic events

E (SafetyReguirement_53) Inter-task communication N N - - - i

[ e . - . L . P .
E (SafetyRequirement_83) loczl and globa! signalz |
Y e, . B A ts Eeem T —I . —

(SafetyReguirament_53) Multiple System-States < L . e e

B':Réquiremem;_GBE UART == - . v : J — [

E [5afs rdware Interfacing

+ l{gmgical Function Model I
+ O somars todel
+ E Hardware Mods

+ Testing Model

Er Requirements Model {3 Logical Function Model 81 Software units 4= Signals

Perspektiven e _ — e
Fiir jede Domane in die ein Objekt — = T e

Abhéangigkeiten hat, wird ein
spezifisches Diagramm generiert.

& Global variables 4" Activation Events E Hardware Model Testing Model
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URTE Dokumentation - Tabellarische Sicht

Software Layer

) software units (5)

Sofware units associated with Safety Requirements this Safety Goal links to.

Hidden columns:

= Function calls » Technical Functions » Type = Tasks » WCET = Stack » ROM = Globals = ProtectionSets = SIL req = SIL ach = sub Technical Functions (R) » sub Requirements
(R} = Has a return value (R) » SystemStates (R) » Ingoing Trigger Ports (R) » Qutgeing Trigger Ports (R) = Ingoing Data Ports (R) = Outgeing Data Ports (R) » Runnables (D) »
Is Synchronous (D) » Hardware (D) = Ports (G) = Callers (F) = Retumn Type (F) = Parameters (F)

Unit Parent Requirements Signals (D) DataType (D)
X ButtonRead @ Button [ (SafetyRequirement.110) Hardware Interfacing HWI_Bution T uRTE boolean ¢

Reads the current button state from hardware [ (safetyrequirement_110) Signallayer features
™ (Requirement_93) UART

T uRTE boolean _t

o

drv_LED ] LED [ (SafetyRequirement_110) Hardware Interfacing HII_LEL

Hardware write-Interface towards the LED [ (safetyrequirement_110) SignalLayer features
™ (Requirement_93) UART

% run_UART send @) U ¥ (Requirement 93) UART = =
Sends UART messages periodically via the UART [ (SafetyRequirement_110) SignalLayer features
signal ™ (Requirement_93) UART
[ (SafetyRequirement 23) Multiple System-States
[¥ (Requirement 93) UART
J run_UART_wakeUp [A UART [ (Requirement 93) UART - -
Runnable to switch into the UART state if there is an [ (SofetyRequirement_115) Protection Sets
event in the Blink 5t [¥ (Requirement 93) UART
This runnable d: ot use hardware signals but | (SafetyRequirement 93) Multiple System-States
accesses  hardware directly and is  therefore ™ (Requirement_93) UART

ated with
tection set grandting access to hardware.

&
anp

3 run_readButton (&) Button

Acquires the button state periodically and prov

afetyRequirement_93) Global variables
[¥ (Requirement 93) UART

button signals

« Signals (3)
Signals of the (Safety)Requirements.

€D Global Variables (1)

Global variables of the (Safety)Requirements.

4" Activation-Events (1)
Activation Events of the (Safety)Requirements.
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URTE Dokumentation - Beziehung zu Anforderungen

SafetyRequirement SignalLayer features - Requirements Model Dependencies

@ REC

on

Hazards and Risks

Hazard scenario und
Hazardous events

Anforderungern

Anforderungen konkretisieren sich —

bis zu technischen Anforderungen

—

—

@8 HazardScenario By
Potential customers don't like the tool

This would be very sad.

5] <" B
A\ HazardousEvent Ty A\ HazardousEvent 5
Complexity Inknown features
The user might think URTE is hard to use The customer might not see the full spectrum of features pRTE
comes with.
aM 21 < B oY) =

L

@ saferyGoal oy
Show most important features in an lightweight demo

An small demo model with the most important features shall
show the most important features of uRTE,

[ safetyRequirement

Hardware Interfacing

[ safetyRequirement

Inter-task communication

How to read and write data form and to hardware.

WRTE easily can transmit events and data between tasks

M

| 81 < B oM _ [

refined by refined by

o4 k

[ safetyRequirement

SignalLayer features

Demonstrate the use of scalers and validators
Make use of age restrictions, checksums and pointer access

aM ] @1 v' B

refined by

¥

[ satetyRequirement

UART

When the button is pressed, the system-state shall change
from Blink into UART mode.
The start of UART mode shall be signaled via UART.
As long as the button is pressed, UART strings with the time in
seconds the Button was pressed shall be send with the
frequency with which the button pressed signal is updated

] 391 ' B

[pRTE

SafetyRequirement Signallayer features in Model uRTEDemo_03_Nucleo-F446RE_SystemStates_10_Model generated on 23.02.2023 15:2%:57
Model hash: Xx/9qY0yX2WzSsqdwBXiXILEUv + u+ QPSWSaL29WLmwsVioel8M4IMCeDzl6xTbkSmILgM/USMBDrDGbnaBvw==

J

Top-level Anforderung
Auch als Safety-Goal bezeichnet

Systemengineering all inclusive | Thomas Barth, Prof. Dr. -Ing. Peter Fromm | Hochschule Darmstadt h_da

hochschule
darmstadt

member of

-2+



@ REConf"

Argumentationskette
Anforderung zu Implementierung

SafetyGoal Show most important features in an lightweight demo - Software unit Dependencies

(@ safetyGoal Y
‘Show mast important features in an lightweight demo
An small demo madel with the most important features shall
show the most important features of uRTE.

T

M

/ — T
P
[ SafetyRequirement Iy
Hardware Interfacing
] Howta read and write data form and to hardware.
/ am Eifz Ge1 - 1)
refined by
. [ safetyRequirement b
Ty

£
[ satetyRequirement
4 -
Global variables [ sateyRequrement 5 sstenmequirement 1 IMultiple System-States.
Global variables can store data for Runnables and other SignalLayer features Protection Sets LRIEicvEtiE] de:_‘:l‘:ig;"al:":x'ﬂp";g_‘;i’:"““s paaceah
Sortvmrs Fiinclinne Demonstrate the use of sealers and validators Showw how protection sets can be wsed to grant access to For each runnable the system state it shall be active in is
The memary pratection will autamatically be generated
s o Make use of age restrictions, checksums and pointer access. hardware. configured.
e of non i atatypos and cporationt The resulting data-flow can be visualized in Software
pe: aM ] 81 X oM Ei 21 5 Model/uRTE/SystemStates
v B2 Qe X amM B G -]
. refined by Tefined by
4 3 I
[ Requirement L
UART
When the button is pressed, the system-state shall change
from Blink into UART m:
The start of UART made shall be signaled via UART.
As lang as the buttan is pressed. UART strings with the time in
seconds the Button was pressed shall be send with the
\ frequency with which the button pressed signal is updated
™ 012 @
SWC UART |
Y ¥ ra
eWe LD\ SWC Button \ ST \ l /
'] o run_UART wakeUp
e dre LED run_readButton Runnable to switch into the UART state If there is an event in % Runnable run_UART send
= e el e o o o e Gl o = —
Hardware write-Interface tawards the LED Lo This runnable does not use hardware signals but accesses Sends UART messages periodically via the UART signal
N LT ] g S hardware directly and is therefore associated with T Rer1l
[T SRl an protection set grandting access to hardware
MM el
. R nriver
— | ButtonRead
Reads the current buttan state from hardware
QWM 7e1H)

SafetyGoal Show most important features in an lightweight demo in Model URTEDemo_03_SystemStates AURIX AppKit_TC297_10_Model generated on 09.11.2022 10:16:
ZxquTij 2u/C ClyYRPWQ==

Model hash: xj

[pRTE
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@ REConf"

SignalDataObject button_cnt - Requirements Model Dependencies

@8 Hazardscenario 5

Potential customers don't like the tool
This would be very sad.

Argumentationskette
Implementierung zu Anforderun

ZRGe1
A\ HazardousEvent L W Homdottrent b
Complexity Unknown features
S The customer might not see the full spectrum of features uRTE
The user might think pRTE is hard to use. oM vith
o 21 v NB M o1 B
@ satetyGoal L
Show most important features in an lightweight demo
An small demo model with the most important features shall
show the most important features of uRTE.
am I Ger ' N
[ safetyRequirement L [ SatetyRequirement
Hardware Interfacing Inter-task communication
How to read and write data form and to hardware. WRTE easily can transmit events and data between tasks
oM 2 Gex ' BB M ERGaaoGvED
refined by refined by refined by
Y
M s [Ei safetyRequirement

[ SafetyRequirement

SignalLayer features

Demonstrate the use of scalers and validators.
Make use of age restrictions, checksums and pointer access.

[ Y Ei 2 Gex EEB

}

local and global signals

Signals can either be global data objects of local objects on the
task stack.
Global signals are the same for everyone while with local
signals each task has an own copy which gets synchroized if
the signal changes,

am [ 2 @ e
SignalDataObject
button ant
contains the number of seconds, the button has been pressed
awam Q1N

“RTE SignalDataObject button_cnt in Model uRTEDemo_03_Nucleo-F446RE_SystemStates_10_Model generated on 23.02.2023 15:30:06
Model hash: Xx/9qY0yX2W)zSsqdwBXiXILEUv+u+QP5SWSal29WLmwsVioel8M4)MCJe0zI6x7bkSmILgM/USMBDrDGbnaBvw==
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(@ Operational (7)

Cyclic events in{Z) Operational

B ARM_Cortex M4

Weitere uRTE Darstellungen

== Touch
© TouchClock [] [] [ ] [
o Display
L
L ] L ] L ]
=2 DecuCom
== SlimVME
BeyclicUpdate ' 1 [
= SystemMonitor
38 40 42 44 E 48 E 52 54 56 [ 62 64 66 68 7l 72
= DSPRO g|ubd access = MU cached = MU non-cached
B.CPUDTASK B RTE_globallMU
= SafetylD Stack ¢ i t
At ntion Engine Stack ¥ ctivation Engine globalata [5 restoesuGuniT] B TEsTDEBUG 8SS]  BLTESTOEBUG DATA]
@ BaseProtection |® BasePratection |@Baseprotection
B .non_trusted B .CPUDDASBSS & CentralErrorHandler B TrapData
B WatchPool @ Drivers and Services

@ previous_transition_table

=OSPR1 global access

I S trusted

B .CPUTTASK

@ ADC error_counter
@ Wotor error counter
@motor state_buffer

= Control Stack

WDSPR? global access

8 .CPU2 TASK
=+ (M Stack

@ BasePratection

B GLOBALDAS DATA

@ Drivers and Services

@ BaseProtection

Blogging

@ BaseProtection

Runnable Run_ADCget

- Hardware Model Dependencies

= RAM
DSPRO global access

B OutputSection
.CPUQ.TASK

Data scratchpad memory (Data RAM) core 0

Storage for all tasks on core 0

Divl_ADCGetVoltage1

-/ ASILD ®=GGe1 N
Stack
o® Task
SafetylO
Safety Executes | wird auf core 0 ausgefihrt und ist dafur verantwortlich den
first care to start, used for safety critical operations ADC auszulesen und die Kommunikation mit dem Motor zu
realisieren.
Q& He g N » {3 Er o2 [l
Executes
2 Runnable
Run_ADCget
Collects new ADC values and prepares an abstract throttle
signal, representing the pedal position.
-/ ASIL D » G R
& InDriver

& InDriver

Divl_ADCGetVoltage2

Provides the result of VADC channel 1

Provides the result of VADC channel 2

-/ ASILD

-/ ASILD

GReN

SR g

= Periphery

i

VADC

Versatile ADC

QM mEGReo

@ REConf"

WRTE

Runnable Run_ADCget in Model SafetyBoard_AURIX generated on 01.04.2022 17:09:05
RoTOTYPE Model hash: ZdnrOwRMsHOjiN/U1sar5d2xNXaSNPiRQ +9HjuXiLOLgIMVInR9thFCISh8Iq/suVFSWooVj3/HFofAmMGebEA==

Systemengineering all inclusive | Thomas Barth, Prof. Dr. -Ing. Peter Fromm | Hochschule Darmstadt

h da

hochschule
darmstadt

member of

-2+



(@] pedal [@] control [@] Motor
>> run_ADC init L. )) run_Control . )) run_Motor_Init
ADC_read_ch _ > run_ADC_read PedalPosition ) run_ErrorHandler MotorSetPoint s } run_Motor_Write
@ADC AT DI § ADC_read_ch1 E)EI ) run_Monitor » DI Motor_setPWM Motor_setPWiv
ADC,read,ch S §ADC read ch? G Error clear clock Motor setDirection @PWM
eAoe T ADC clock (50/0) (500/0) O Motor Clock (50/45) [ —wmmmmie Motor setDirection
Monitor clock M @GPIO
& (100/5) &2
@ Control
[@] Buttons [@] LEDs
ButtonStates LEDStates
> run_readButton > run_LEDControl ) Buttonstates 2 run_Control
R —— LEDWrit -
ButorReacf .. b1 |/ ButtonRead DI |¥ LEDWrite Do o0
'6 Button clock (10&5 & MotarsetPoint
|:D§|_ DO

7 run_ErrorHandler

What you see is what you get
Keine Briiche da Code direkt
aus dem Modell erzeugt wird.

Zrun_Monitor

E’O LEDStates DO

PedalPosition

Monitor clock (100/5)

member of
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URTE Code

Kontext
Wo sind wird im System und wann wird

der Code aufgerufen Anforderungen

Was soll der Code an dieser Stelle
machen und was ist zu beachten.

R CErrorHandler" -----—-—------

* This error handler handles errors of the connected throttle paddle.

* Tt decides whether the system shall go into an safe state or remain operational.

*  User-ID: Runnable_18 i

*  SystemStates: “operational” = ! . ; ¢ P : : Dee
*  WCET: 18us

*  Stack: 250 Byte

¥ ROM: 110 Byte cti

* --- Triggers --- k ing t T I

* - TriggerPort "ErrorCounterClock"

* Task: "SafetyIO” <

* System Events: 1

* - Cyclic Trigger "Error Counter clock" Cycle Time: 308, Offset @ ot \ S A 3
* - TriggerPort "RunTPort_ADCErrorHandler”

* Task: "SafetyI0” . bsta ta jepends on the current speec

* Signals: Other Re

* - "ADC1" Trigger-Type: onError Runnat

*

- "ADC2" Trigger-Type: onError

void ENGINE_setSpeed_run(

rigger

const uRTE_Triggers_t triggerPort,

ngnal (orHROl hmxts& sig_IN_CONTROL_limits, Structure containing
Signal_CONTROL_targetspeed& sig_IN_CONTROL targetspeed * The car target

Spezifische Signatur

A”e Datenque“en Und Senken Werden Sig‘na‘l:?A;;JLVH}«[-H?l;i;r;;‘e.c;;ou;‘ const p_sig OUT_FAULHABER_speed_out /* Interface towards the speed object on the motion controller *
. . . H
durch Signale abstrahiert. Der Code ist
unabhangig vom Restsystem. Signal_CONTROL_limits: :data_t CONTROL_limits_data;

Signal _CONTROL_targetspeed::data_t CONTROL_targetspeed_data;

Start of user code implementation ENGINE setSpeed rur

® memser
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URTE Analyse

[& Safety-Requirement - SafetyRequirement_110
Hardware Interfacing

How to read and write data form and te hardware.
Warnings

@ Testing Warnings (1)

Testing Warnings for SafetyRequirement Hardware Interfacing
Testing warnings are related to the tests in the testing layer and their depedencies.

(] (SafetyRequirement 110) Hardware interfacing is not referencing a test and not all refinements reference a test.

(% Requirements Warnings (1)
Requirements Warnings for SafetyRequirement Hardware Interfacing
Requirements warnings are related to the requirements layer.

(] (SafetyRequirement_110) Hardware Interfacing is not rejected or implemented.

21 Problems &2 | @ Console
0 errors, 76 warnings, 0 others
Description Location
~ @& Warnings (76 items)
% Core Arm Cortex®-M7 (QM) was selected for execution for ActivationEngine which does notj
% CyclicEvent CAN_dispatch_clock is not associated with any trigger port.

ActivationEngine
CyclicEvent_CAN_dispatch_clock
% DataType bool is unused.

& DataType CAN_RX_MSG_t is unused.

% DataType int16_t is unused.

& DataType sint32_t is unused.

& DataType uint32_t is unused.

& ECU PSOC SmartPower has a SIL effective of SIL_1 but a SIL achieved of QM

% Function DRIVE_O_calibration_fun is not directly associated with a Technical Function. /) calibration_fun

ing LED, & UART

ixed SlLs in [ .button : QM, SIL_1.

[ button needs a SIL of SIL_1 but is using @8 main for storage which has a achieved SIL of QM.

[ rtos.task Button needs a SIL of SIL_1 but is using @8 main for storage which has a achieved SIL of QM.

[ rtos.task.LED needs a SIL of SIL_1 but is using @8 main for storage which has a achieved SIL of QM.

[ rtos.task. UART needs a SIL of SIL_1 but is using @8 main for storage which has a achieved SIL of QM.

B rtos.task.uRTE needs a SIL of SIL_1 but is using @8 main for storage which has a achieved SIL of QM.

[l .uRTE needs a SIL of SIL_1 but i using @8 main for storage which has a achieved SIL of QM

Memory referenced by @8 main for the stack of 3 Button is using @8 main with a SIL achieved of QM, which does not satisfy the SIL required of SIL_1 for this task.
Memory referenced by @8 main for the stack of 3 LED is using @8 main with a SIL achieved of GM, which does not satisfy the SIL required of SIL_1 for this task.
Memory referenced by @8 main for the stack of ™® UART is using @8 main with a SIL achieved of QM, which daes not satisfy the SIL required of SIL_1 for this task.

Memory referenced by @8 main for the stack of \;‘Amvnnonfngme is using @8 main with a SIL achieved of QM, which does not satisfy the SIL required of SIL_1 for
the central activation engine.

o® Button needs a SIL of SIL_1 but is executing on e/-'um@ Cortex®-M4 which has a achieved SIL of QM.
o® [ D needs a SIL of SIL_1 but is executing oneArm® Cortex®-M4 which has a achieved SIL of QM.
D® UART needs a SIL of SIL_1 but is executing on eA/m@ Cortex®-M4 which has a achieved SIL of QM.

@ Arm® Cortex®-M4 (QM) was selected for execution for 4;" ActivationEngine which does not satisfy the SIL required of SIL_1.

®
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d/SWC ADC - Eclipse IDE

S Ws_2-pl - D1_Nucelo-

[K][o][=] -~ ¥
% Model Explorer i1 =

type filter text
& Claas_Board_ControllerDECU
% > Claas_Board_Controller DU
& DissExample
4 > SafetyBoard_ETC_AURIX_10_Model
=) Project Dependencies
[& code.cpp
3 > consistencylog
jochtml
# generator properties
[ representations.aird

v & URTE_D1_Nucelo-F103RB (demo
= Project Dependencies
4 consistency.log
5 generator.properties
¢ representations.aird
1% LRTE_D1_Nucleo-F103RB.uRTEmode!

No Launch Configurations

1% SafetyBoard_ETC_AURIX_10_Model.uRTEmodel

file Edit Diagram Navigate Search Project Run Window Help

v} one[---

Touch and feel uRTE

iR -HRieviRiAvie Fviliviivooy

& *signalFlowmain | & *SWC ADC &
] Ovwv|lmeg|la~|@~ 1| 150%
@Pedal
Input Boot

ADC clock (50/0)

Zrun_ADC _read

[ PedalPosition E

o]

@ RECon

®

< >
lems © @ Intemal Web Browser 1
RN R T ) TestAndDemo/Al _ETC/30_Rep
SafetyBoard_ETC_AURIX_10_Model
” RT E Runnable_13 - Runnable Run_ADCget
Properties
Base
Name Run_ADCget
Type 2 Runnable
R Collects new ADC values and prepares an abstract throttle signal, representing the pedal position.
User-ID Runnable_13
uiD _cZVboagsEeugg4ispg6hw
software unit configuration
Parent @ Apc
WCET 0
Stack o
ROM 0
<
Synchronized diagram

- Runnable_Run_ADCget_cZVbOag8Eeuggdispigehwitmi | » [l

= =) X
|Quick Access| | &2 | @ (Bl Q@
(& code.cpp 2
£ Palette p | 162 * - ADC_error_counter ~
LB 163 * As part of the ADC -handler, it counts the number of adc errors.
P = 164 *
v Create 165 * Start of user code Run_ADCErrorHandler implementation notes
 Create Runnable 166 *
% 67 * Ei
¥ Create Function iUK / R oSuenioe
Bl create data-IN port 169 uRTE_ret_t Run_ADCErrorHandler(const uRTE_Triggers_t triggerPort){
Bd Create data-OUT port 170
. 1715 /** static variable "ADC_error_counter®
= Teate trigger- ! port 172 * As pert of the ADC error-handler, it counts the number of adc errors.
Create trigger-OUT port 173 =
Elcreate call-IN port 174 * User-ID: Globalvar_251
& 175 * Expected signature: static uint8_t ADC_error_counter
Create call-OUT port 176 * Linkage: _trusted
1 Interconnect sl 177 * Initial value 0
) 178 4
bk ki 179 //Start of user code SWC ADC, SWF Run_ADCErrorHandler, globalVar ADC_error_counter
. Create DATA-flow withports 130 _attribute__ ((section (".trusted"))) static uint8_t ADC_error_counter = 0;
R Create EVENT-flow with ports 181 //End of user code
182
“ECreate CALL-flow with ports 183 J Fromer s ebury
J Create bus 184 URTE_ret_t ret = uRTE_RET_OK;
o Assign flow to bus 185
I At 186 //Start of user code implementation Run_ADCErrorHandler
emove flow from bus {87
& Activation events 188 //check if trigger was an error
3 Create signal trigger OnData | 189 if(URTE_swt_RunTPort_ADCErrorHandler==triggerPort){
19
T Create signal trigger OnError 191 //Log
© Cyclic event for trigger port 192 LOG_W(TAG, "Error while reading ADC1 or ADC2");
# System event for triggerport L~ ”
194 //increment error counter
@ Configure @ 195 if (++ADC_error_counter>=4){
% Configure flow 196
s 197 //report to state handler
Configure signal 198 return uRTE_RET_DRIVER_FAILED;
199 }
200 }
201
202 //check if trigger was an error counter event
203 1f(uRTE_swt_ErrorCounterClock==triggerPort){
204
205 //decrement error counter
206 if(ADC_error_counter>@){ v
< >
=0 " ECla mation @ AAGIT.| 0_TestAndD Appkit TC297 ETQ30. i & QM _2kONw =0
i ) TestAndDemo/AL 297%20TF LETC/30.] Task SWModelDep_QM_2kINWLDXE: > B
o~ Task QM - Software Model Dependencies A
o Task
(o)
Executes non safety relevant functions
 Runnable
LED_control
Takes button states and generates a timebase. which are both
passed to algorithms which create an LED output that is
passed to hardware by this runnable.
oM »Gae N
o Function o Function o Function R LED show o Function A inDrver
LED_show_error LED_show_init LED_show_nightrider )_Show, ¢ ED_show_sine
LED show for the operational state. In this state, the user can
LED error state indication The LED show in the init state o Knightrider effect Satirilita 5 dios of e 1EDd Wa the bitiere. A sine wave Reads and provi
M jo @R e: M @RarE| [am fo @B o G He M @B e: /oM

)

>

Task QM in Model SafetyBoard_ETC_AURIX_10_Model generated on 23.02.2023 15:35:42
v URTE Model hash:
<
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Inkrementeller/Iterativer Prozess Uber ALLE Artefakte

Technical
Debts

"repair”

. , Time
Concept phase Implementation phase " Delivery phase

®
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/usammenfassung

Was wir erreicht haben

* Holistisches Model

* lteratives Arbeiten wird unterstutzt .

* Ausfiuhrbare Laufzeitumgebung kann generiert werden

* Hilfreiche Analysen .

» Ausflhrlicher Report

* Derzeit Safety Assessment in industriellem Projekt nach .
ISO 25119

) >~

sollen erforscht werden

trace

®
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Limitierungen

Fokus auf Signalfluss getriebene Systeme
Urspringlich ein Forschungsprojekt welches nun aber
auch industriell genutzt wird

Kollaboration nur bedingt durch das Framework
unterstutzt

Usability leidet bei umfangreichen Projekten

* Industrielle Nutzung soll ausgebaut werden
* Moglichkeiten der verbesserten Kollaboration

* Erweiterte Analysemdglichkeiten, z.B. Vergleich
gegen map-file, statische Codeanalyse oder

mmmmmmmm



Thomas Barth
™ thomas.barth@h-da.de

Prof. Dr. -Ing. Peter Fromm
M peter.fromm@h-da.de
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REConf
Teilnehmer
testen 6 Monate
kostenlos!

URTE
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@ REConf"

Backup
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Eclipse Modeling Framework

E( Sirius () Acceleo

graphical Model to Text

Editor

ECore

Meta-Model

EEEEEEEEEEEEEEEEEEEEEEEE
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URTE Dokumentation - Elemente

[+ SafetyRequirement
Detect shortest obstacle in driving direction

The lidar scan is checked in the direction of the target speed.
Depending on the obstacle distance, the speed will be reduced.
In case of missing scans, an obstacle will be assumed.

SIL_1 FiGEer oGV HE

Grafische Navigation
Jedes Element hat einen eigenen Report,
die jeweiligen Diagramme kénnen direkt
angesprungen werden

® memser
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Der uRTE Worktlow

Integration
Die Abstraktionsschicht fir uRTE

ist fur jedes Target und jedes
RTOS einmalig zu definieren

Anforderungen
A

Test and Qualifikation
Unit-, Integrations- und System-Tests werden
auf Basis der Dokumentation und unterstitzt

Das gewUlnschte Verhalten des Systems wird definiert
durch uniforme Schnittstellen durchgefihrt

Sicherheitsanforderungen werden aus den
anzuwendenden Normen abgeleitet

(71l

Iteratives (agiles) Arbeiten wird unterstitzt
Sogar spate Anderungen an der

Architektur
Architektur sind madglich

Hardware, Datenflissen und generelle
Strukturen werden festgelegt

(0 =
Implementierung ll
Die Logik wird innerhalb der generierten

Laufzeitumgebung unter Verwendung der

o
Dokumentation implementiert

W e Generation
X [
@ REConf "

Dokumentation und Code/Laufzeitumgeben
werden generiert
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Herausforderung HW/SW Intertace

Hardware

Erkennt Fehler in

Eskaliert Fehler Uber

@ REConf"

Software
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